20264

=3
-

}H

4|||ﬂ|'

AN
(AN

b b

H B 20268E6H18(K) 12K004r~13K0047

% BT /MR LTSEET 305, 306 AHE=R

(W) BAEFEEG =T =

B 07 HE X 12



P SR

Jm

CARSE =S

(1) 20254EJF FIEHRLE  covviriiniiiiiiiininnns 3

(2) 20254EFF U HIIEHERE ceeeeetiiitiiiiiiinnnn 6

(3)  Q02BLEJE DZRAYRLL ceveerernrrartarnaeaas 9

CEPAsE =S

(1) 20264EJE FEFFE (D) eeeerreceeeneceaccnnns 10
(2)  20264EJE U TR (ZR)eeeereccenenneccecccnnns 11
CEREsE =S

(1) (B T IO B DI Toeeeeeseerensecaacannns 14
HATHERR

(1) TS TS D i — Al e v eeeveeseescececenennnenns 16

DAtk



1

5
af
B
i

20254EE FIINEMIX S FEHRE

2025 LTI\ T, M HI X I 2 CREEIL 7 S 365 1T, RESINAA L T A4 B3 —BfEE It sl
T 2EFEFOESEOTZBIW NI, FWCER, & 732N TEELE,

[ICTVEHHEEIZ DWW TIL, [1ICT -DXOREMRAE A% B 5L REZITI LB, KB OFHMER &
BT HOTEHROTEML, [2]BEEIGX & BV RAS T —OHHED N, [3]5 B FHEFTO=—RTIR> 745 Fl s 3R
Bz 0N 2BV —E R0\ RICBOFELE,

1. ICT (ZB89 5 EHH A
(DICTHHRAFIZETLab7—T 5 D2 B ~OHERHEC A

(2)ICTE'I T —%0 L@@ L, NTT H AREEOEEEICTHMEEL, 55 T289th4544 O NMNHY |
ATEFE397 4 TR L TRI14% DB INE I L E LI,

T-NF SINEE

W

INIEZEER

#ZF-ICT 3 —

(B8 SRER]

TA 11 0T -F-9%ERAUHRREAARMISEEL ]
BT RAF AR BRFR BE MR B
T3 B LR 0ERE

(&RETREM BREEHATEZIEEIF-]

- A I hBRIEOESEZDARIIC ! 77 52
ERkA 1EREI—

AT S S C AEREUHE ZE ERK
NTT FEE AL DEE

(X HRBESEIFRTI -]

OB -EEmn&E

[BCP X SROBMHERHLUNAIV—I\FAA M RODEBE ] 60 57
QtE-HEE

[0 6 & REEHBMERHEZIB C PXIRORI> N

AT NTT EEEA JbfEXRE COXRAEHE BHHER ERXR LA
Btz S D& (A>51>)

(1bpE 3 ZEPEETEIF -]

56 23

10 7
[N NRIRIEENBEmEISS N SURY ]
6 : EFRAFEGLO COMEEMFRE /NKE K
BEAEBEOEEE (A>51>)
251 150
‘BB CTAYSA2IF /3818 gt1 2
ast 454 289




2. BN & BB R~ —HE
(1) Joxt 2t —
L FOMHEERES T A T4 CTRELE LT,

F—Y5E SHNEE | SITER

AL EHE BERHE+IAO—TYIIHE (£8)

&R LR 7[E 1 47
N=hIZ1=4-330X KRR KBEAE K 05

MEiNE TN 2D
JL—ABEIGHAOmE EEZ=F—  (A>F1)

. - 47 24

WEI-X  MEERFE. HEAEFK 4@

(2) BERIGXf=a 77— 1
a7 — VORISR S E AT T 5 FAHER L, B OB T2024F TS REHOHDORREELE
L7228, 20254 L ITRE RS (L)2) TOMERBIMEAFBL £L72, Fio, PERESZER I NCT, FeE0R
MEENOLSINETLHEL, % B | ISR O EIRE YouTube (2 TRME L LT, RRFERESIIIECRBVES
FETRIfEL , BEEAARIZ DUV TIE YouTube IZEAT7A 7 BUE A LML E LT, Fio, SN RSSO _EALEGHRE
FhaRETOHMNEERENLEL,

A=BE FER =5 SH&E#R SHEEE
FaHER/ERER  (ER) 6 A 27 8 | AllIREVFHRETMEL>S— 34 9
[ Lt (REE) 6 H 208 | CREXEEIT Y- 2 1
FriER/mERE  (ER) 7R 258 | AllIREVFHREMEL> Y- 30 9
[ Lt (REE) 7818 8 | CREXEEUTEI Y- 2 1
AR FERS 9 R 28 | AIRBVEREHMEE>S— 23 10
alllBRFKEES 10 A 10 B | A/IEBPELEHMEE>SH— 16 9
EERE 11 A 148 | WWEY>TFHR-IL 1 1

()RR FEE SR

BERE |[MXRS BEE K % UHF g
o INTTESRZWI-3a> THREE HZRIT—H T ZE

Ll &R ERNZIR-THI NS
BERBRSV/OBTRT
JLPEEEIR DY - R5E

AN —_H=N,h M9 —3,9,1
3 | @R [PRENTICTTOI OO ORI g ma (0w Uy
BRRAHNTTY—T T4 7IRProCX CXYU1—33>%

AR FF ts4 3v3

p1ivi &R = ET IRy 193 @)

e N + ESMEES 5
AR | BR a" 00k aRBzEL GEI—LR) BA SRR A7 T o
= | o |SHERBLIRRERAT e
= | o |SHERE LSRR AT _ .
AR | BR S remessine - R i O
i

723, ANRAREOKHPETS AN E T ChES N2 2E RZITSINTEE, FFOL B E S ELIZA,
LSO ABEIIRVEEATLI,



(3) BRI xHE BER &

FARFERR D BRI E K OCSIH]_RIZERET 28 IUGHI L LT ARE Y INDAER AT Y a— L O JE 1 - 52
BREVIEAATVVELT, 1 ~AfRORZIREFIIRTE3 7480804 TLT, WiREL TIX1 ~3A FI4ED D84 JH D4
644, ARITAFEEDNDIBT (A2 —F o 8) FATOZBRPMBEA TR SVELTZD, ST RSN Eh
BUATED D104 8D 1044, 1411044 PA D2 B CHUASE 123 H R DRl B S BT 6 354 D 244 L K&
SERREBDWDLEL,

B X =N =R
IS DRZAREL GigE DNRZIRE L= BIRR
A Zan A Zan A Zan A Zan

1R 0 0 0 0 3 1 1 1 -

21k 0 0 0 0 21 4 3 2 -

3Rk 0 0 0 0 22 9 9 4 -

£ 5 0 0 0 0 10 6 8 4 -
48k | H5 B 24 1 8 1 24 1 8 1l 33%
it 24 1 8 1 34 7 16 5] 33%
& &t 24 1 8 1 80 21 29 12| 33%

3. BETEE -2 BIEROEE A
(1) B2 0B 20254E6 A 11 H /MAPE T&#AT
(2)20254E K B% 9028 (A ASREH)

2024k A= B= 2025k IR
98 3 11 90 A8




[ZE15%%]
2025 ETE
H 20254E4H1H
P NS Hi X 2
O ONDEY (BAH7 2 )
e R B . 7 5
T HO AR E Q) —
N hEH @-O
= % oA 200,000 _ _______186,000] A 14,000
SESBIUA 200, 000 186, 000 A 14,000
= ¥ oA o 0 0
B IS A 0 0
EZPN 0 0
- ERSEIA 0 0
FERIA 0 0
HE I At o 02| 702
-4 FSN PN 0 702 702
WY A A E(A) 200, 000 186, 702 A 13,298
AT 3 2240 620, 524 620, 524 0
o A A EF®) 820, 524 807, 226 A 13,298
(%) X FFEK
FEIA 10, 050, 800 9,554, 251 /A 496, 549




USSR T o

* 20264-3H31H

(CZH DED (BA7 - M)
whEFR A 7=
X : T HO WA RO —
KEHH AL A B @-D
X & R ') R ) RS |
IS5 0 0 0
C R 2 65,500{ 49,764 A 15,736
2 = # 43, 500 29, 064 A 14, 436
- R 22,000 20, 700 A 1,300
WG E s 10, 000 8, 700 A 1,300
D EAH 4 12, 000 12, 000 0
N e 5l 3 . 143,956] 130,489 A 13,467
T A A 143, 956 130, 489 A 13,467
28 S EF (0) 209, 456 180, 253 A 29,203
Y HHIY 3 AR A 9,456 6, 449 15,905
(A)-(C)
YR AN 32 %8 611, 068 626, 973 15,905
(B) - (C)
*x H A& F 820, 524 807, 226 /A 13,298
HEIH 9,318, 982 8,855,318| A 463,664




PNV Hh X 2

g #& x B OR

20264E3H31H  HIE

(HAL : [9)

Bt H

&

o
il

[&rEDE]
DEhE PE
Blé - THE
P AT 4
RENVE FEAFT
GHELR

-

[é%@%)
B E
mENEE AR

AEAF

T

I

Y

\

(EBRMPE D]
IEBRRAPE
BRSO IERM PES T

433, 374
193, 599

626, 973

626, 973

626, 973

626, 973

M E H &
20264E3H31H  HIE

(HAL : [9)

Bt H

&

o
i

[&FEDHE]
TRENE P
A4 (F@ETEe)
ALEIERAT /MR B
PR AT 4
ENE PE G EE
BHEART

(B D]
D UR =iy
%w%ﬁfﬁﬁiﬁigf
AlEAE
IEBR R PE

433, 374
433, 374
193, 599

626, 973

626, 973

626, 973




20254E SHBREWREGS

AEMEEAN BAREEE - — s
rmEBXGEs a2k 4 H H B R

AMEHEA B ARETHE 22—V HSEME X & 020269 £ (202544 4
1 B7:620264E3H 31 B ICBITAEF RSSO0 THREL LR, @Ik H IR
BTHHEWEOH L W|ELET,

2026% § H ) B




&
afo
3

2026 A mINVE X g2
20264 FE A IR H X i 2 D F TN OV T, T 2 7 kPR A RRALOD BRI TS Al T v
TA LB Z TR — B S I LA A I NS BRI xtasr 77— b EREIGRHE R E e S B Y r AT
== al M FHEOHEE R B CHUISGR B O RO HIBIE ML I F 5T 5 FEEMAE BIEL T2V ET,

X% B B N B EREE
[ | ORBEIERSE ICTHBORFBEOMEOCSH FBHIFT. 2H0 |BH. SEBLFHRNARN
HE C [ LdL-TA-SLIOFIT BEREHET (2025€E &08,9H. 2,38F&HS)
& : AR e Tact e
. ; N TN'I;’EE%?;U%F’&I SRS LEEL TS
! - B TRHFSLOES R
g o (QICTEST 2}5 /4@@?&?@? RSB R EOSESIEA 54> 2
3 B 7 F-OZRAN (BA)
-ERE F—% [SEEZOL. BOEIRC] 418 ASHP. FL1LT1-504B 18
)
= | -sawes (2EE 6A16H tREFEAT Y-
Fed (hDE/feEThitE) 65198 AJIIESIERATIEES
s  BIRERRE ISR E CETRHES
3 | -BEEFHES (381LR) 7R108 tREZEEIT>Y—
a (hIE/BEE ThatE) 78178 GBS ERATHEL>S
,j BNETEAS B ERFPEENSSINTAARNERSITHEE (9898 B)IIBBIERATHERS
|| ‘mnegzezs 1 BBV ERESTHELS
| BlllEfEEE PO 0H9H E)_IL.—EJ/’EE s>
5 (S ErEm)
3 R : 489H. 14H. 16H
A | OFALETHE 2026 FEH A EAIFESRAYF—IHE ®E 48178
3 e : 48238 (NEETSEFAE)
3 |enimisr-vaves-= SRR~ (A254) 118 RO T E
; 1R ERI2EIENE 8H. 28
j 2% ERIAEIENE 4B. 6. 108. 128
b4
3 .
> @%Eﬁmyq}iﬁg }-—j—-:— 3'%& EEFEﬁ4|E|¥Em Sﬁ\ 7ﬁ\ 11ﬁ\ 1ﬁ
5 (BLBUIRIE) B ERAEENE 5A. 7A. 11A. 18
5
4
= o [IBTHT: : EMCEIRE (18229 4H.68. 88. 108. 128. 28
F
5451 - RS S ant
BRI ) BRI (S B ) 10X—JL 7 RL A% T 1 EIER)
Lo -T2 (REER) BA20%F THIATIA
I SRR (B SBAERERS /(B3RS
OAREFHEARIE
CEESHB (BR) BERERS /(BRI EHE
BiIAS{T : 5SH1H~7H208
PEBESHISTANER) SHIELFAAESE : 78 TA~98 T
ERRE-EY : 118
% |omBEaomRE BRI RE, BEHERS0EE. AR 65180 /AT
xZ
P ,’; ST BIEZAOEEP R
B ABEE(AY I - ALY —E2%) 0| BRAMEALOFHAEOBESILD
D, EX=1)} /W Sk 20254 AR A BHES .
‘;E & BETSHERSOEERIL —2025F[Ek 9028
B NTTEY ) — F &t gt

-10 -



-11 -



(25275 % %]

20 2 64
H 2026848 1H
BN H X 2
(UL A DERY
B = # H ¥ H HITAEE T 7= B
X B H B H O &) DO—@
=&AL 184,000) _______200,000[ A 16,000
SESEIIA 184,000 200,000 A 16,000
¥ LA | | B
< BI S —SIA 0 0 0
SEFRIUA 0 0 0
FEEAEIA 0 0 0
EZPN 0 0 0
MEOUIL A | | B
4 e ISNIYON 0 0 0
LI A FE (D) 184,000 200,000 A 16,000
iR S P2 KA 626,973 620,524 6,449
I A & F®) 810,973 820,524 A 9,551
(3E) AR E I
FEILA 9,616,650 10,050,800 A 434,150

12 -



I3 PR E (%)
% 20274E3H 311

(S HDE) (BEAZ: 1)
B o #B = T B’ HIAEE 5 7= FH
X £ H . O © O—®@
= X =% | o ol 0]
s3I 0 0 0
& A - 65,500 _ 65,500] 0]
- I < ¢ 43,500 43,500 0
S Rk 22,000 22,000 0
W ER 10,000 10,000 0
SRS 12,000 12,000 0
NERELS | 2 H __._.130,000f __143,956] __ A 13,956]
TR A S H 130,000 143,956 A 13,956
W HEF(0) 195,500 209,456 A 13,956
AN 2 7E%A A 11,500 A 9,456 A 2,044
(A)-(C)
R RN S AR 615,473 611,068 4,405
(B) - (C)
x W A& 810,973 820,524 A 9,551
HETH 8,877,000 9,318,982 A 441,982

-13 -



[/‘ﬂr‘

%3

N

ge] (I TICHEO R B OIEME)

T MK 2 B 10 46 3 TH. 45 11 &, 45 13 2000 ONC A 15 40485 2 THIC Ko % | LU F A2 B A ORR{TI N T
mu%j{)ﬁé‘b\bﬁ_l/\
2026 EEF MMBE MR B S &K E (R)
P— K4 R 2 AL - G LR
AT T 2T BlA
s R LR
WA RS R TR R
R T AT R
Aek | =m0 B®
W7 2 A BB A
N Ty TR B
W M MR TR REDE
R R R
Ko B o2 | umRskeEnRes SERE
mok | oz s % |IRERKERAES FERBE
J B OBH b ERREBEES FESE
S m oA el fTECEEmE R ORE
Womow o |7 AR eBEmE
HOfE B | o EEaE # I
Won F MR T AR W
B % MR TS M
BB B |mmea—r RERGESE O
W
B 3 o |BMOLEEYT mEE LR % T
- NT T AR b
o N O I S A T
ST INTTHERAEYRZZTE Y ME
B B ner eresk (L
o | AT REDE
I S A P e P I 2 1
WO | T A% EmE BT
WO e | T AW S
Bow | 7o b |BOCESRAT R R E
. NTTH AR AbkE3E
R RS Lo e e o < e

-14 -



(%)
(A A AREEEFE e FEINE X s AR
(= hik &)
%510 2%
3 X BR K OV X s B S (DA T THE X B 2 345 ) 20D, I, IR I SR FERITRB W TR T2,
(X AAE R O R B EEIS EORT)
11 5 X BAaaR KO BSRIS R K H SRRSO ORI 2,
(M X i = B O (TH)
%13 G MXHGREFESOMINI2HEET D, 72 LEMEEIITF 720,
(it X 2> )
%515 2%
2 MBI, XS ERESICBOGEET D,

-15 -



W% o —Iefbic o nwT (%)
T BT ZMBEHELE O EZR L 720, UTo@E ) I~k 552 LTI,

1. EARW7%E2TT

(D) 2 F—PESICE T 2G0T, BEERS A Y 94 VIck 3008 KETH Y . SMERIZ VT 7Y - X
5T lhb, 2022 FEED DRI IEUTETHERICE B L, XA ICIZRBEINA L. HESHE IR
2EREORGFEELTEE LT,

(2)2 D7-0, [RBEICOWTIHIUNE, FHXS~IAGE L, BESICR 2 BHE S X wik, XK na~GF

FTREBRREL VTS,

) F 7. KR O OEEEFEDOLEE S BET 2MFEDREL T E T,

@) b DEFHOMFENER 2 /-0, MR O MEBES 2 X ~—Tufbssc e LET,

(B) Z Tt BHIX A ORIT B D LE~—TtfbZ £ L £ 3

2. BHEWZRRELNE

(1) HX A HALCHEM L T 72 B % S ~—Jtfb L £ 97

(2) X OHITHEEZFEIE L, SCEio EIc—ARLL £ 3,

(3) HulX fph > DAEARIAH] (S - Bl - BidhdF) 13HERF L 9725, RFFRER VIR ¢4,
(4) AR FHX RIC BT 2 MBEFEFEDA XA =23, TROLEH L LET,

REGR | | R || g || et || EERmER | | HHEHE [%ﬁéiéﬁﬁﬁﬁiﬁifii
% e | [ R | £ frk @ FF AL, X e
- - Bl L BB S LA
L @ WAGFE @F R L @B LT @ A - LEHOEE RO HEE
= \ 4 \ 4 &R BH)
- 2 s A @ T - BHX a0 WiEEEE
SN G || EE Jfﬁf@ P s i

RELRZ

= 1 - (SR & LT —TofL T % 57
BEGR || SR || degmn || gmegd || Esnmem || MR D WL GBI O, 2L
OB [ | 5R/IA % TR @ Wz
@ BFIERMIE O
SEIA @ MBHEEERCIHDO )
5]
HiusR I B L 7= SIS B I L

3. SR
HiX & O E DRI Tt & . AREEEL O %

4. SEHERAA
20274 H1H (F&)

- 16 -



MEMO

217 -



D aZAFEBEEEIL-—YIHS 2 BRI

* w7 BoT N

- —

e it [ERDYA )~ 7> M
REIBLEC EEIEBRICHEES AL LOE

$ v—ERDEE, EBIE,
BT & BRI

i EABREAOBEDEA
BEIEAOMISaE #

SRmE - S A # ERRAE - EBCHbbD
: = A BABESOEEAR

ERNRKEX—)LIcRb\EHT L el
BEEQDFFIDMEEICHEZIEL - . LB

S A7 AINSEEBUBEE A — )L MoTOUYITSEREX SERZ10ID/F M THIATIAE !

® 2026 FERNBBBEA - FHlRAT> 1)
®1E  ¥2E  ¥3E M4E ®SE MeE X7/E  %8E

HWOE  BioE H1i[E

s 4/10 | 5/10 | 6/10 | 7/10 | 8/10 | 9/10 |10/10 | 11/5 |[12/10| 1/10 | 2/10
SO s | o5 [ 35| ~os [ ros| ~as | S| ~20 || ~os |[aes
gEEmEy | /T8 | 6/T8 | 7/F4 | 8/F8 | 9/Fa |10/F4 | 11/F4|12/F4| 1/F4 | 2/Fa | 3/F4

ta 8 & (A 8 & te " tH ta 8
( 2026 F DB 1EIZ{IFMKIE4 /10 (&) . WEA—)LIEIS/ TAEISEE

https://lwww.jtua.or.jp/ict/shindan/benefit/targeted-attack/

[BRELEDHE %]
(1BF) BARBESBFEIL-YiHS A58 \ 076-220-6466 [ ishiuser@jtua.or.jp

A—HRETE. ICTERBAPRBLHEFT A2 —SONREHENCRELTEUET,
@ ABRESOBEICCREW-EE. BEROICTHESEE ICEMVICRUEVLAIR, BIFCOBSIcBS~0OAS TV =LET,
ALCREARAFHAUET . ELROMIEI—FBASTMITEMUEHECEEL, 1-viEe | Q |

-18 -



WERA—=)IDESDD 1 )V AR L (XEREEDNS !
HASZFADMEX TEEBL, B5I5% - BEOHHRK.
HECBUSBEROEDFHNFELSHHLET .

Emotet (TEFT W b) R E"BHEETERYT D" BEMENEIE A —)LIFEMEX TLET,
E%J_i%{b?%*?eﬁﬂ?‘élﬂﬁx—)biﬁ%!C{ZL HE—A—ADEF21 VT E@OE LN ETEER
T a

I—-PRAETE. RERCHET [FROBIEX—)L PR oA (SHRIAEE 1E10
A—=)L7 RLRAET) ZT7OTLET.

BiRmR. A/ —BZHS, TUCHBIXDREZTHLHCE, IIEZEBEL CTHEDES
FOF1UTABREMENZETDTNOETFEAN?

* RPVBIEE X — )L FBHEIER Y — E X DN
15%?10%—»7bb2§tﬁﬂmﬁ'

H )\ — ISRt PRt
~ N . A I Il
HHA—ILT RLAES>SALICISE (10 ID)
X RUB TR TERPERL TEIRONRREHDET. |
. ] ) dats .
" )
ERRIE A — )L FEINEOEAS - B 77
L by
2 = F
BIRBEHA—IINIBA=ILRAE T 7 1 IATE) =48 9|
L8 J
o V ) %i
IR (BIEHRIRS) DT — Ry _
) v

IRAERE R AARIHME (B : eS—Z20%F)

bl
1 U 1 JHEEDENE

| MTHRENTSVELES

| NTTEBRARIIL—THRTHERICHIERLET

_____________

-19 -



